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1. INTRODUCTION

The GOES-R spacecraft uses SpaceWire for the transfer of sensor, telemetry, and command data between instruments and the spacecraft.  The GOES-R Program has directed that all data transferred over SpaceWire implement a reliable connection oriented data packet delivery protocol.  The SpaceWire Standard does not specify a protocol for guaranteed data delivery; therefore, a reliable data packet delivery protocol over SpaceWire must be specified for use on the GOES-R spacecraft.

1.1 Purpose

This document specifies the GOES-R program requirements for a reliable data transport protocol over SpaceWire.

1.2 Scope

The Transport Layer interfaces on one side to a lower level SpaceWire protocol and on the other side to user or application processes on the host system.

This document specifies a minimum functionality required for the Transport Layer/user interface such as application calls to open and close connections and to send and receive data on established connections.  Considerable freedom is permitted to Transport Layer implementors to design interfaces appropriate to a particular operating system environment.

The interface between the Transport Layer and the lower level protocol is essentially unspecified except that it is assumed there is a mechanism whereby the two levels can asynchronously pass information to each other.  Typically, the lower level protocol implementation will specify this interface. The lower level protocol which is assumed throughout this document is the SpaceWire Packet Level specified in section 9 of the ECSS SpaceWire standard: ECSS-E-50-12A.

2. REFERENCE DOCUMENT

The lower layer protocol definitions for the GOES-R instrument to spacecraft data bus are compliant with EUROPEAN COOPERATION FOR SPACE STANDARDIZATION SpaceWire - Links, Nodes, Routers and Networks ECSS-E-50-12A, 24 January 2003.

3. TERMS

Port

A SpaceWire port includes both the transmit side and receive side of a link



interface.

Link

A SpaceWire link is a bi-directional connection of one unit to another unit for



passing data and control information.

Packet

A number of octets of data.

Host

A transport end point having at least one SpaceWire Logical address.

Sender

The source of SpaceWire Transport packets

Receiver
The sink of SpaceWire Transport packets

Connection
A connection is a one-way data pipe for packets between a sending and receiving application.  Channels are identified by a Source, Destination address and a channel.

Channel
A channel is a 8 bit quantity used to identify connections between a source and destination host.

Data

A connection between a sender and receiver used to transfer user packet 

Channel
data.

Control

A connection between a sender and receiver used to manage application 

Channel
connections.

The bit numbering convention used in this document is shown in the illustration below.
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4. OVERALL DESCRIPTION

The primary purpose of the transport protocol is to provide a reliable connection service between application pairs.  This service adds the following capabilities to a SpaceWire link:

· Packet Reliability

· Multiplexing and Logical Connections

· Data Channel Functionality

· Control Channel Functionality

· Packet sequencing

· Packet error detection

The basic operation of the transport protocol in each of these areas is described in the following paragraphs.  The GOES-R SpaceWire transport protocol does not provide flow control, and does not provide packet segmentation.

4.1 Basic Data Transfer

The transport protocol is able to transfer data packets, without segmentation, utilizing a point-to-point connection that provides the SpaceWire services through the exchange and packet layers.

4.2 Reliability

The transport protocol must recover from data that is damaged, lost, duplicated, or delivered out of order by the SpaceWire communication system.  A sequence number is assigned to each packet transmitted and positive acknowledgment (ACK) of each packet from the receiver is also required.  If the ACK is not received within a timeout interval, the data is retransmitted up to four times.  At the receiver, the sequence numbers are used to correctly order segments that may be received out of order and to eliminate duplicates.  Packet errors are detected by adding a CRC to each packet transmitted, checking it at the receiver, and discarding any erroneous packet.

4.3 Multiplexing

To provide for multiple simultaneous data streams over a single SpaceWire link, the transport protocol provides for a set of pre-defined channels identifying each connection between a sending and receiving host.  Each channel shall have a unique set of packet buffers, sequence counters, and timeouts.

4.4 Connections

The reliability and flow control mechanisms described above require the transport protocol to initialize and maintain certain state information for each connection.  Connections must be opened before use and closed prior to reuse.  This is accomplished by use of data and control channels.  A SpaceWire Logical Source and Destination address and a channel number identify connections.

When a channel is opened, the connection state information on both sides is initialized.

4.5 Transport Layer Packet format

This protocol further specifies the SpaceWire packet format for all SpaceWire destinations supporting the Transport Layer.  The basic packet format requires a SpaceWire link logical address at the start of the packet.  This address is used as the link destination address and the Transport Layer destination address.  The SpaceWire source logical address is sent next, enabling the receiver to acknowledge packets.  A packet control byte including protocol version, packet type, and sequence number is sent next. A channel byte, used to multiplex streams between hosts is the last Transport Layer header byte.  A trailing CRC byte is included at the end of packet for error detection.

Management must establish the SpaceWire logical addresses and data channel allocations that support this Transport Layer.

The SpaceWire Transport Layer does not process packets that do not conform the Transport Layer Packet format.   All transport protocol packets must include a 4 byte transport header, a variable size payload, and a fixed size transport trailer (the CRC byte).

The general transport protocol packet is illustrated in the figure below.
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5. TRANSPORT LAYER PACKET FORMAT
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5.1 Transport Packet

The Transport Layer packet shall include a fixed size header, followed by a variable sized payload, and a fixed size Transport Layer packet trailer.

5.2 Header

The Transport Layer header shall include exactly one Destination Address byte that is a SpaceWire logical address, immediately followed by one Source Address byte that is a SpaceWire logical address that defines the return path to the sender of the data.,  followed by one Packet Control byte,  followed by one Channel ID byte.

5.3 Cyclic Redundancy Check Character

The transport packet trailer shall be an 8 bit ATM Cyclic Redundancy Check computed across the entire packet, defined in the following polynomial:

CRC8, ATM (HEC)

x8+x2+x+1

5.4 Packet Control

The Channel Control field shall contain the Transport Version, Packet Type, and Sequence Number data bits.

5.4.1 Transport Version

The Transport Version field shall be defined by Packet Control byte bits 7 and 6.  Currently, the only Transport Version defined is Type 0 and these bits are set to 0.

	Bits 7 and 6
	Function

	00
	Transport Version 0

	01
	Reserved

	10
	Reserved

	11
	Reserved


5.4.2 Packet Type

The Packet Type shall be defined by bits 5 and 4 of the Packet Channel byte.  The following illustration shows Packet Type utilization.

	Bits 5 and 4
	Function

	00
	Data Packet

	01
	Reserved

	10
	ACK Packet

	11
	Error Packet


5.4.2.1 Data Packet Type

The Data Packet Type shall be used for both User Data Packets and Control Channel command packets.

5.4.2.2 Reserved Packet Type

Clearing bit 5 and setting bit 4 (01) shall indicate a Reserved packet type.  

5.4.2.2.1 Transport Version 0

The Reserved Packet Type shall not be used for Transport Version 0.

5.4.2.3 Acknowledge Packet Type

The Acknowledge Packet type shall be used to acknowledge both User Data packets and Control Channel packets.

5.4.2.4 Error Packet Type

Error Packets shall contain codes indicating the reason a packet was not accepted by the receiver.

5.4.2.5 ACK Packets Channel ID

User Data Acknowledge packets shall have a non-zero Channel ID byte.

5.4.2.6 ACK Packet Payload

User Data Acknowledge packets shall have zero bytes in the payload.

5.4.2.6.1 Control Channel ACK Packets

Control Channel Acknowledge packets shall have a Channel ID = 0 and one byte in the payload.

5.4.2.7 Sequence Number

The least significant 4 bits of the Packet Control byte shall indicate the packet sequence number.

5.5 Channel ID

The channel ID shall indicate the Transport Layer channel to which the packet is assigned.

5.5.1 Control Channel ID

The Channel ID shall be zero for all Control Channel, and all Control Channel Acknowledge packets.

5.5.2 User Data Channel ID

The channel ID shall be in the range of 1 to 255 for all User Data packets and all User Data Acknowledge packets.

5.6 Packet Payload

5.6.1 Payload Size  

The payload zone shall contain 0 to 16,000 bytes of data.

5.6.2 Packet Segmentation

User data packets shall not be segmented.

5.6.3 User Data Acknowledge Payload

User Data Acknowledge packets shall have a Payload of zero bytes (no payload).

5.6.4 Control Channel Command Payload

The Control Channel Payload shall contain the Channel Commanded byte, the Command byte, the one byte Command Data, and the Protocol ID byte as illustrated in the following figure:
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Control Channel Command Packet Format

5.6.4.1 Channel Commanded

The Channel Commanded byte shall be used to indicate the channel to which the Channel Control packet is to be applied.

5.6.4.2 Command

The Channel Command byte shall contain a command as shown in the following table.

	Command 
	Function

	0
	Open

	1
	Close


5.6.4.3 Command Data

The Command Data byte shall be zero for Transport Version 0.

5.6.4.4 Channel 0 State

Channel 0 shall always be in the open state.

5.6.4.5 Channel 0 Synchronization

On power up, first use, or error condition an open command shall by sent on channel 0 for synchronization purposes.

5.6.5 Protocol ID

The Protocol ID byte shall be zero for Transport Version 0.

5.6.6 Control Channel Acknowledge Payload

Channel Control Acknowledge packets shall contain 1 byte in the payload indicating commanded channel that is being acknowledged.

5.6.7 Error Packet Payload

Error packets shall contain 1 byte in the payload indicating an error code number.

5.6.7.1 Error Codes  

Error codes for the Error Packet are TBD

6. TRANSPORT PROTOCOL OPERATION

6.1 Channel Operations

6.1.1 Channel Configuration

Channel configuration shall not be implemented in the Transport Version 0. 

6.1.1.1 Configuration Parameters

All channel configuration parameters shall be pre-defined by management.

6.1.2 Default Channel Configuration

The default data channel configuration shall be reliable data transmission with a maximum of 8 outstanding packets (window size).

6.1.3 Unidirectional Channels

Channels shall be unidirectional.  Bidirectional data packet movement requires two (2) channels.

6.1.4 Previously Opened Channel

An attempt to open a channel that is already open shall cause the receiver to close that channel causing a protocol error.  The channel should be reset and could be reopened.

6.2 Control Channel

6.2.1 Control Channel Support

The transport layer shall support 1 Control Channel between a source and each destination.

6.2.2 Channel Zero

Channel zero shall be the Control Channel.

6.2.3 Control Channel Reset command

A Control Channel shall be reset before sending any commands on that channel or if an error packet is received for the control channel.  Only the control channel can be reset.

6.2.4 Reset Command Sequence Count

The sequence count of the reset command shall be set to zero by the transmitter and ignored by the receiver.  

6.2.5 Command Channel Reset Sequence Number

The reset of the command channel shall set the expected sequence number for the control channel to zero. 

6.2.6 Command ACK

The sender shall wait for the acknowledgment of a command prior to sending any other command.

6.2.7 Non-reset Control Channel Sequence Numbers

The sequence number of each successive command shall be incremented by one.  

6.2.8 Receiver Sequence Number Verification

The receiver shall verify that the sequence number is one higher than the previous sequence number except after a reset command.

6.2.9 Reset Sequence Number Verification

After a reset, the sequence number shall be verified to be zero. 

6.2.10 Unexpected Sequence Error Packet

If a command with an unexpected sequence number is received an error packet shall be sent instead of an ACK packet.

6.2.11 Unexpected Sequence Number 

After transmitting an unexpected sequence number error packet, the receiver shall ignore the command packet. 

6.2.12 Control Channel Use

The Control Channel shall be used to execute open and close commands for data channels and the reset command for the Control channel.

6.2.13 Transmitter Open

A transmitter shall open a data channel before sending data on that channel.

6.2.14 Received Data Error

Data received on a closed channel shall generate an error packet that is transmitted to the sender.

6.2.15 Receiver Error Acknowledge

The receiver shall acknowledge each error free Control Channel command packet.

6.2.16 Command Packet Retransmission

The transmitter shall retransmit Control Channel command packets not acknowledged within TBD msec. after the packet has been transmitted.

6.2.17 Channel 0 ACK Packet

Channel 0 ACK packets shall contain 1 byte in the payload indicating commanded channel.

6.2.18 Fatal Protocol Error

A protocol error occurs if after 4 retransmission and time out periods the transmitter does not receive and acknowledgment.  

6.2.19 Fatal Protocol Error Notification

Upon detection of a fatal protocol error an error notification shall be sent to the application.

6.2.20 Source and Destination Control Channel

Each source and destination shall have a control channel.  A control channel is a one way pipe from a source to a destination.

6.3 Data Channels

6.3.1 Data Channel Allocation

The Transport Layer shall support 255 data channels between a source and a destination.

6.3.2 Data Channel Reset

A channel reset shall be executed by issuing a close followed by an open command.

6.3.3 Receiver ACK

The receiver shall acknowledge each error free data packet.

6.3.4 ACK Packet Contents

The receiver data packet acknowledge shall contain the acknowledged packet's sequence number in the acknowledge packet header.

6.3.5 Timeout Retransmission

The transmitter shall retransmit data packets not acknowledged within the timeout interval after the packet has been transmitted.

6.3.6 Timeout Interval

The timeout interval shall be a preconfigured parameter, determined by management, for each channel.

6.3.7 Timeout Interval Start

The timeout interval shall begin when the last character of the packet has been transmitted.

6.3.8 Received Data Error

Data received on a closed channel shall generate an error packet which is transmitted to the sender.

6.3.9 Sequence Number Reuse

When a packet is retransmitted, the unacknowledged sequence number shall be reused.

6.3.10 Protocol Error Notification

A data packet not acknowledged after the fourth retransmission and timeout shall cause the channel to be closed and the sending an error notification to the application.

6.4 Sequence Number Windows

6.4.1 Sequence Number Definition

A sequence number shall be an integer in the range of 0 to 15.

6.4.2 Sequence Number Allocation

Sequence numbers shall be allocated in monotonically increasing order to packets transmitted on each channel.

6.4.3 Transmit and Receive Windows 

Transmit and receive windows for each data channel shall be 8 consecutive sequence numbers.

6.4.4 Unacknowledged Packet Sequence Numbers

Up to 8 sequence numbers can be allocated to unacknowledged transmitted packets on each data channel.

6.4.5 Control Channel Transmit Window

The transmit window size for each Control Channel shall be one.

6.4.6 Unacknowledged Packet Sequence Number

One sequence number shall be allocated to unacknowledged transmitted packets on each data channel.

6.4.7 Window Sequence Number Allocation

When a channel is opened, the starting widow shall be set to sequence number 0 and all sequence numbers are freed for allocation to transmit packets.

6.4.8 Window Sequence Number Advance

When the first packet in the transmit window has been acknowledged, the start of the transmit window shall be advanced one sequence number.

6.4.9 Sequence Number Utilization

At the receiver, the sequence numbers shall be used to correctly order packets that may be received out of order and to eliminate duplicates.
6.4.10 Receive Window Advance

When a data channel packet is received with a sequence number outside that channel's receive window, the receive window shall discard the packet and transmit an error packet.

6.4.11 Sequence Number Error

When a Control Channel packet is received with a sequence number outside that channel's receive window the following shall occur: the packet is discarded, an error packet is returned to the sender, and the Control Channel from that sender is closed.

7. USER INTERFACE

The following are available user functions:

Sending application requests

· Open – (Source_Address, Destination_Address, Channel)

· Close – (Source Address, Destination_Address, Channel)

· Send Data – (Source_Address, Destination_Address, Channel)

Indications to sending application

· Indicate Open succeeded

· Indicate Close succeeded

· Indicate Data accepted

· Indicate Error - Destination Unavailable

· Indicate Error – Data to channel in closed or error state

· Indicate Error Open Failed – Destination not available or Channel not supported or no listeners

· Indicate Error Close Failed – Fatal error on close – Next open to this connection might fail

· Indicate Error Transfer Failed data undeliverable – Fatal timeout on data

RECEIVER application requests

· Listen – (Source_Address, Destination_Address, Channel) – Listen for an open

· Receive_Data  (Source_Address,Destination_Address,Channel)

Receiver Indications

· Indicate Data Available

· Indicate Error  - double open

· Indicate Channel closed

· Indicate Listen succeeded (Source_address,Destination_address,Channel) 
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